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ABSTRACT

Understanding the connection between vulnerabilities and their
corresponding Common Weakness Enumeration (CWE) identifiers
is crucial for effective kill chain identification, as this information
can be used to mitigate techniques that an attacker may employ. The
correlation between Common Vulnerabilities and Exposures (CVEs)
and CWEs currently relies on manual intervention, demanding time
and expertise.

This paper introduces a methodology to automate the process of
mapping CVEs to CWEs. We use a Large Language Model (LLM) to
create embeddings of both CVE and CWE descriptions and leverage
a vector database to map CVEs to CWEs by computing the nearest
neighbors within these embeddings. Despite our efforts, the current
approach is not yet fit for production. We emphasize the identified
issues and suggest future directions for improvement.

This framework can be extended to cover any text-to-weakness
mapping, including but not limited to misconfigurations, Cyber
Threat Intelligence (CTI) reports, security blogs, and other sources
of security-related information.
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1 INTRODUCTION

More than 25,000 new vulnerabilities were discovered and published
in 2023 alone. This number is on the rise, having more than doubled
since 2016. Since the start of data collection in 1999, a total of
222,240 vulnerabilities have been identified. In real-world situations,
attackers link together multiple vulnerabilities in a "kill chain" [10]
to successfully breach systems.

To recognize kill chains, we need to extract the root cause that
enables a system to be exploited. These causes are captured in the
CWE [6] framework that serves as the identification of the under-
lying cause of a vulnerability. Accurate and precise recognition of
the root cause is invaluable as it directly highlights areas where
investments, policies, and practices can be directed to eliminate
vulnerabilities at their source.

The process of mapping CVEs to CWEs is manual and demands
expertise. Consequently, in 2023, nearly 5,000 CVEs (20% of all
published CVEs that year) lacked association with any specific
CWE provided by NIST. Although NIST handles this task manually,
recent years have seen the development of various methods to
tackle the issue using diverse sentence embedding techniques, as
demonstrated in [5], [3], and [21]. Here, [5] uses a Bag of Words
(BoW) approach, [3] applies Term Frequency-Inverse Document
Frequency (TF-IDF), and [21] employs a weighted Word2Vec model.
To address the automatic CVE to CWE mapping problem, this paper
explores a new methodology that leverages vector embeddings from
LLM, integrated databases and implements a similarity scoring
mechanism for mapping CVEs to CWEs.

We evaluate the performance of our approach using real-world
CVE and CWE datasets, assessing the accuracy and practical utility
of the proposed system in vulnerability management. To under-
score the flexibility of our mapping system, we further utilize three
distinct use cases, such as security blog articles, CTI reports, and
misconfigurations, to exemplify how each can be effectively mapped
to the corresponding CWE.

2 BACKGROUND

Many vulnerabilities are being discovered daily, resulting in a well-
known phenomenon in the security field known as alert fatigue,
where security operators struggle to keep pace with the multitude
of alerts generated by potential security threats [15]. CVEs [18]
are unique identifiers assigned to publicly known cybersecurity
vulnerabilities. Vulnerabilities can be complex, involving intricate
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PROBLEM TITLE SEVERITY CVE CWE Issue Type PROJECT NAME
Null pointer dereference High - CWE-476  Vulnerability infrastructure/health — check/go.mod
CVE-2022-4415 Medium CVE-2022-4415 - Vulnerability — infrastructure/health — check /Docker file

Privileged container High - -

Configuration scenarios/docker — bench — security/deployment.yaml

Table 1: Example of the output provided by a vulnerability scanner. For each problem, the scanner provides the severity,
corresponding CVE, CWE if any, the type of issue and the project in which the problem was found.

technical details like product specifications and versions. CWEs
represent a catalog of common software weaknesses and security
flaws, categorizing broader classes of vulnerabilities as opposed to
CVEs, which identify specific instances. CWEs encompass similar
vulnerabilities within their classifications.

Each individual CWE is nested within a hierarchical framework,
facilitating various levels of abstraction. CWEs occupying higher
positions such as ’Class CWEs’ (e.g., Injection) provide a broad
overview of a vulnerability and may incorporate numerous subordi-
nate CWEs. In contrast, CWEs located deeper within the hierarchy,
such as '"CWE Bases’ and ’CWE Variants’ (e.g., Cross Site Script-
ing), offer more detailed granularity and typically have fewer or
no subordinate CWEs. The abstractions used by NIST in 'View
1003’, which is currently the standard, include Class Weakness,
Base Weakness, and Variant Weakness.

2.1 Text to CWE

Ideally, a vulnerability is linked to its most precise CWE. Our focus
is to map CVEs to the lowest possible CWEs in the hierarchy, opting
to limit the mapping to CWE classes, bases, and variants situated
at the lower levels of the hierarchy, ensuring a higher degree of
specificity.

Since 1999, NVD [1] has maintained records of all published
CVEs and has manually mapped them to the corresponding CWEs.
We employ this mapping as a ground truth for training and testing
our pipeline, described in Section 3, to automate this mapping
process.

Vulnerabilities are not the only threats to security. Other issues
can be identified from various sources such as CTI reports, which
detail the context and mechanisms of security threats, cybersecu-
rity blogs where experts discuss recent vulnerabilities and related
information, and configuration errors. These errors are particu-
larly prevalent in cloud and microservice environments, where
the vast number of configuration parameters and their complex
interrelationships make management highly challenging [19].

By scanning the well-known vulnerable GitHub repository called
KubeGoat [4], designed as a practice environment for Kubernetes
security, we identified a total of 414 security issues encompassing
vulnerabilities, weaknesses, and misconfigurations within the Ku-
bernetes cluster [2]. A scanner is a static analysis tool that aids
in examining source code to detect security issues. It recognizes
specific widely-known vulnerabilities and the output assists de-
velopers by pinpointing problematic code sections, detailing the
filename and location [12]. The simplified structure of the output
is shown in Table 1, where CVEs, CWEs, and misconfigurations
are presented in textual formats, each offering unique insights into

potential flaws. In the simplified view, the scanner provides not
only the problem title and category but also a severity score and
the filename in which the security issue is located.

Unfortunately, there are no labeled datasets available for assign-
ing CWE labels to CTI reports, security blogs, and misconfigura-
tions.

2.2 Embedding techniques

There are numerous techniques for converting text into a format
understandable by machines, such as GloVe [13] and Word2Vec
[11], with these representations typically fed into recurrent neural
networks. In Natural Language Processing (NLP), the most recent
breakthrough comes from the transformers architecture [20] lead-
ing to Large Language Models (LLMs) that gained a lot of interest
in recent years.

Language models like BERT or RoBERTa can serve as classifiers
to link CVEs with CWEs. Nonetheless, this approach faces con-
straints stemming from the model’s size [9], and their primary aim
is to comprehend context rather than guess an associated label [7].
LLMs can be employed to perform this mapping. However, genera-
tive LLMs suffer from hallucinations, bias, and reasoning errors. To
overcome these limitations, we propose not generating responses
but extracting the embeddings these LLMs generate to capture the
context. Next, we propose storing these embeddings in a vector
database to find similar instances. A vector embedding for a class
X of objects is a function f : X — R? where R s the vector space,
named latent space. The goal is to create a vector embedding where
geometric configurations in the latent space accurately mirror the
semantic connections among the objects in X [8].

This work proposes a novel approach for mapping text to CWE,
particularly experiments conducted to evaluate the effectiveness
of our method for mapping descriptions of vulnerabilities, miscon-
figurations, CTI reports, and other security-related information to
CWEs. We divide our experiments into two main parts: validated
experiments using a labeled dataset (CVE to CWE), as shown in
Section 3, and exploratory experiments using unlabeled data from
various sources such as CTI reports, misconfigurations, and security
blogs, as shown in Section 5.

3 METHODOLOGY

The underlying principle guiding this process is recognizing that
CVEs share common features with the related CWE. Consequently,
their semantic proximity (in our case, measured by the cosine simi-
larity) should be evident once they are embedded in the latent space.
The methodology used to get from CVEs to CWEs is highlighted in
Fig. 1, and it can be broken down as follows:
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Figure 1: Proposed method

(1) Data Collection: we collected a comprehensive dataset com-
prehending CVEs and their corresponding CWE entries from
the National Vulnerability Database (NVD).

(2) Preprocessing: to guarantee a robust dataset representation,
we removed CWEs with less than 300 samples to ensure a
robust representation over 25 years, requiring, on average, at
least 12 samples per year. CWEs failing to meet this thresh-
old were excluded due to their limited representation in the
dataset. Overly generic CWEs, such as the "category” (e.g.
CWE-1399 'Memory Safety’), are also excluded because NIST
deprecates their mapping. The final selection maintains an
unbalanced distribution to accurately reflect the real-world
distribution of vulnerabilities, leading us to 14,085 CVE de-
scriptions and 57 associated CWEs.

(3) Embedding CWE Descriptions: We employed a state-of-the-
art embedding technique to convert CWE descriptions into
dense vector representations. OpenAl provides the embed-
dings through an API endpoint that can be queried and get
a 1,536 dimensions vector as output using, in our case, the
text-embedding-ada-002 model. While different embedding
models can be used, this is not the primary focus of this
paper, as emphasized in Section 6.

(4) Vector Database Construction: The embedded CWE descrip-
tions are stored in a vector database, which is used to store
high-dimensional data. It is possible to use any database that
supports searching based on cosine distance. In our specific
implementation, we use Weaviate 1

(5) Embedding CVE Descriptions: We convert CVE descriptions
into dense vectors using the same embedding technique
applied to CWE descriptions. This ensures consistency in
the vector space and enables fair comparisons between CVEs
and CWEs, facilitating accurate vulnerability mapping.

(6) Similarity Calculation: Upon retrieving the closest CWE de-
scription vectors, we calculate the similarity between the
CVE description vector and each of the closest CWE descrip-
tion vectors. Cosine similarity is employed for this purpose,
measuring the cosine of the angle between two vectors to
determine their similarity.

(7) CWE Assignment and evaluation: We assign the correspond-
ing CWE to the CVE description based on the smallest cosine
distance. We evaluate the performance of the CVE-to-CWE
mapping system using various metrics such as accuracy, pre-
cision, recall, and F1-score. By selecting the top 3 (@3) and

!https://weaviate.io/

top 5 (@5) CWEs with the highest cosine similarity, we can
improve the accuracy of proposing the most likely CWEs to
a security operator to facilitate the CWE labeling.

The code implementation described in this paper is available on
GitHub at [14].

4 RESULTS OF CVE TO CWE MAPPING

We evaluated the performance of our CVE-to-CWE mapping system
on a test set consisting of 14,085 instances across 57 classes of CWEs
as shown in Table 2. Notably, mapping CVE descriptions to CWEs
is challenging due to the diversity and complexity of vulnerabilities
inherent in software systems.

4.1 Evaluation metrics and methods

To evaluate the multiclass problem, we adopted precision, recall and
F1-score based on macro and weighted averages. Before delving into
these metrics, it is essential to define the fundamental components
that contribute to these calculations:

o True Positive (TP): The number of instances correctly pre-
dicted as belonging to a class.

o False Positive (FP): The number of instances incorrectly
predicted as belonging to a class (predicted positive while
actually belonging to another class).

e True Negative (TN): The number of instances correctly
predicted as not belonging to a class.

e False Negative (FN): The number of instances incorrectly
predicted as not belonging to a class (predicted negative
while actually belonging to the class).

Precision for a class is defined as the ratio of true positive predic-
tions to the sum of true positive and false positive predictions:

. True Positives
Precision =

True Positives + False Positives
Recall for a class is defined as the ratio of true positive predictions
to the sum of true positive and false negative predictions:

Recall = True Positives

True Positives + False Negatives

The F1-score for a class is the harmonic mean of precision and

recall:
Precision - Recall
F1-Score=2+ —MMM ——
Precision + Recall
The two methods are needed since the dataset is unbalanced. The
macro average independently calculates the average performance

across all classes. The weighted average computes the model’s
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Table 2: Model performance of mapping CVE descriptions to
CWEs using ADA embeddings

Method ‘ Precision Recall F1-score Support
macro avg 35.09% 29.46% 22.33% 14,085
weighted avg 53.53% 33.03% 31.94% 14,085

average performance, but it considers the supports of each class, so
classes with more instances have a higher impact on the average.

4.2 Evaluation

Precision, recall, and F1-score evaluated on macro average are low,
reflecting the task’s inherent difficulty and the limitations of au-
tomated mapping techniques, which are described in Section 6. A
substantial improvement across all metrics is highlighted in the
weighted average, indicating that the model performs better in
areas with more instances. Closer inspection shows that for some
classes, such as CWE-89, which is the third most represented CWE
in the dataset, the model has a precision of 97.75%.

To further understand the poor performance, we investigate the
confusion matrix, which highlights the problems in the automatic
mapping. A confusion matrix is a table used to evaluate the perfor-
mance of a classification algorithm by showing the actual versus
predicted classifications. In this case, it comprises 57 CWE classes
and provides insights into misclassifications and accuracy. Here, we
find that most of the time, incorrectly classified CVEs are detected
as CWEs associated with the related parent (class) or with one of
the children (base and variants), as shown in Appendix 9.4. This is
clear from the example about CWE-119 and CWE-120: the first is
the class (Improper Restriction of Operations within the Bounds of
a Memory Buffer), while the second is the subclass (Buffer Copy
without Checking Size of Input). CWE-119 is misclassified as CWE-
20 47% of the time. Occasionally, CWEs are found to be significantly
distant from their related CWEs based on the cosine distance metric.
For example, CWE-74 (Injection) and CWE-772 (Missing Release of
Resource after Effective Lifetime) demonstrate such a problem. This
issue leads to lower macro average performance and particularly
impacts CWEs with limited support.

The current approach is far from being fit for production. How-
ever, a close investigation of the results yields various insights that
are valuable to the CVE-to-CWE mapping task, as discussed in
Section 7.

So far, we used the cosine similarity to match CVEs to the most
similar CWE. However, we can extend our search to the k most
similar CWEs and extend our approach to search for more related
CWEs or even support multi-label classification where we consider
a prediction to be accurate if the correct answer is in the top k. We
find the following values:

e Top @1: 33.03%
o Top @3: 56.33%
e Top @5: 66.38%

This approach can be helpful to facilitate the job of a security expert,
who has to go through a smaller set of possible vulnerabilities
instead of the entire set.
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To illustrate this top k retrieval, we provide an example by con-
sidering the vulnerability CVE-2021-39275:

“ap_escape_quotes() may write beyond the end of a buffer
when given malicious input. No included modules pass
untrusted data to these functions, but third-party /
external modules may. This issue affects Apache HTTP
Server 2.4.48 and earlier.'

Our technique retrieves a list of the closest CWEs and identi-
fies the correct weakness, which is the first in the neighborhood.
However, we observe that the other CWEs in the vicinity are also
related to the vulnerability. The first retrieved CWE, which is cor-
rect (CWE-787: Out-of-bounds Write), is followed by the second
(CWE-125: Out-of-bounds Read), where instead of "Write’ we have
‘Read’ and the third is the parent CWE (CWE-120: Classic Buffer
Overflow).

5 EXPLORATORY EXPERIMENTS

Given the absence of labeled datasets in security blogs, CTI reports,
and misconfigurations, we can demonstrate the effectiveness of our
pipeline by providing examples from each of these domains. By
retrieving blog posts from The Hacker News 2, which is a famous
blog that posts new vulnerabilities discovered, we tried to automat-
ically map a vulnerability that is not yet present in the NIST NVD,
but it is described in the blog post. By highlighting the main part
here and the complete text in the Appendix 9.1:

. a practical and potent "pulsing" denial of
service (PDoS) attack technique dubbed DNSBomb
(CVE-2024-33655) that, ss the name implies,
exploits the Domain Name System (DNS)

queries and responses to achieve an
amplification factor of 20,000x ...

The first closest CWE, according to our method, is CWE-400,
which is "Uncontrolled Resource Consumption’. This is the parent
of the correct weakness label, which is CWE-405 (Asymmetric
Resource Consumption). Since CWE-405 is absent in NIST-allowed
CWEs (View-1003), we retrieved the closest CWE possible to the
truth.

In the case of CTI reports, illustrated by the following example,
we identified the CWE related to the CVE mentioned in the report
as the fourth result in our closest neighbor search: CWE-22 ('Path
Traversal’). The complete text in the Appendix 9.2:

n

"HP is reporting that “... The vulnerability
could be exploited remotely to gain unauthorized
access to files.” CVE-2008-4419 adds that this
is a directory traversal vulnerability. "

Misconfigurations are usually related to resource allocation with-
out limits or improper privilege management. An instance of the
latter is exemplified by the following: the method correctly iden-
tifies CWE-269 (Improper Privilege Management) as the closest
CWE. The full text is provided in Appendix 9.3:

Privileged Container: .. This grants the
container extended permissions on the host
system, allowing it to perform a wide range
of operations that are typically restricted.

2https://thehackernews.com/
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6 LIMITATIONS

Our approach is built upon the use of GPT embeddings for similar-
ity measurement. GPT embeddings are among the most advanced
representations available for capturing semantic content. Given
their state-of-the-art performance, we do not foresee that alter-
native embedding methods can significantly improve the results.
Other methods are less effective at capturing nuanced meanings
and contextual relationships compared to GPT embeddings.

We utilize cosine similarity as the metric for evaluating the
similarity between embeddings [16]. Cosine similarity is a well-
established and effective method for comparing high-dimensional
vectors, and it aligns with current best practices in the field. We
believe that other similarity metrics are unlikely to offer substantial
improvements over cosine similarity in this context, as it has consis-
tently demonstrated superior performance in various applications
of semantic similarity.

7 DISCUSSION AND FUTURE WORK

Our CVE-to-CWE mapping system’s results underscore its limi-
tations in addressing the complex task of vulnerability mapping.
While our model performs well in suggesting the most likely CWEs
with more than 65% accuracy in identifying the top 5 CWEs out
of 57 possible classes, its precision, recall, and F1-score remain
low. One of the reasons for this low score is the strong relation-
ship between some CWEs. The selected CWEs are bases, classes,
and variants that exhibit strong interrelations within a hierarchical
structure, adhering to a parent-child structure. This issue can be
tackled by developing a cascaded neural network that leverages
the natural hierarchical structure of CWEs. This approach would
involve using a two-level classification system: a coarse-grained
classification to identify the CWE classes, followed by fine-grained
classifications within each class that specialize in discriminating
the subtle details from a class to the related CWE base or variant.
Another factor contributing to our model’s modest performance
is the inherent specificity in CVE descriptions because they often
contain subtle language and technical terminology, like specific
products and versioning, making it challenging for our method
to abstract away. To overcome the limitations of cosine distance
that lead to certain classes being consistently misclassified, we will
explore more advanced strategies. One approach involves using a
neural network classifier trained on CVE embeddings to improve
the accuracy of CWE label classification.

Alternative methodologies may offer improved performance and
accuracy in mapping CVEs to CWEs. The three main ideas for
future exploration are:

e Fine-tuning Instructor Models: Investigate the fine-tuning of
instructor models [17] capable of generating enhanced em-
beddings for CVE descriptions. By training these models on
a dataset comprising CVE descriptions and their correspond-
ing CWEs, we aim to achieve embeddings that capture the
subtle semantic relationships between vulnerabilities and
weaknesses. This approach should improve the embedding
generation because, from our experiment, we experienced
that some CWE descriptions, like CWE-134 and CWE-203,
are embedded away from all the related CVE descriptions.

Al4Cyber, August 26, 2024, Barcelona, Spain

e Key Term Extraction and Embedding: Explore techniques
for extracting key terms from vulnerability descriptions and
embedding them into vector representations. This approach
seeks to capture the essential semantic elements of CVEs,
enabling more focused mapping to CWEs based on shared
linguistic features and avoiding specific terms in the CVE
description, like the associated products and versions.

e Language Model Fine-tuning: Fine-tuning LLMs, such as
GPT, to predict the appropriate CWE given a CVE descrip-
tion. By training the LLM on a large corpus of CVE-CWE
pairs, the model can learn to spot the underlying weaknesses
associated with different vulnerabilities. This approach offers
the advantage of leveraging LLMs’ contextual understanding
capabilities to infer CWEs directly from CVE descriptions.

8 CONCLUSIONS

In conclusion, our work underlines the possibility of leveraging text
embeddings based on LLMs to help and assist security operators in
vulnerability management challenges. The automated CVE-to-CWE
mapping system utilizes vector embeddings and closest neighbor
search to facilitate vulnerability management in software systems.
Our findings highlight which trajectory to take as future research
for vulnerability mapping tasks. Additionally, we explored other
applications of our model, highlighting its versatility in text-to-
CWE mapping. However, the field lacks comprehensive datasets in
the areas of CTI reports, security blogs, and misconfigurations.
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APPENDIX

9.1 Blog Post complete text

The disclosure comes as details have emerged
about a practical and potent "pulsing” denial-of-
service (PDoS) attack technique dubbed DNS-
Bomb (CVE-2024-33655) that, as the name im-
plies, exploits the Domain Name System (DNS)
queries and responses to achieve an amplifica-
tion factor of 20,000x. The attack, at its core,
capitalizes on legitimate DNS features such as
query rate limits, query-response timeouts, query
aggregation, and maximum response size set-
tings to create timed floods of responses using
a maliciously designed authority and a vulnera-
ble recursive resolver. "DNSBomb exploits mul-
tiple widely-implemented DNS mechanisms to
accumulate DNS queries that are sent at a low
rate, amplify queries into large-sized responses,
and concentrate all DNS responses into a short,
high-volume periodic pulsing burst to simulta-
neously overwhelm target systems.

9.2 CTIreport complete text

HP is reporting that “a potential security vul-
nerability has been identified with certain HP
LaserJet printers, HP Color LaserJet printers
and HP Digital Senders. The vulnerability could
be exploited remotely to gain unauthorized ac-
cess to files” CVE-2008-4419 adds that this is
a directory traversal vulnerability. In a post to
Bugtraq, Digital Defense says an attacker can
read arbitrary system configuration files, and
cached documents. HP Web Jetadmin should
make quick work for printer admins needing
to perform updates.

9.3 Misconfiguration description

Privileged Container: A container that is run
with the ’-privileged’ flag in Docker or with

Simonetto, et al.

’privileged: true’ in a Kubernetes PodSecurity-
Policy or container specification. This grants
the container extended permissions on the host
system, allowing it to perform a wide range of
operations that are typically restricted.

9.4 Confusion Matrix
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