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Abstract—Understanding how software weaknesses can
be exploited is essential for vulnerability analysis, au-
tonomous penetration testing, and LLM-based security
agents. However, approximately 65% of Common Weak-
ness Enumeration (CWE) entries lack a corresponding
attack pattern (CAPEC). This substantial coverage gap
limits access to structured exploitation knowledge and,
consequently, constrains automated security reasoning.

We show that CAPEC information substantially im-
proves LLM-generated exploitation plans, highlighting the
practical importance of recovering missing CWE–CAPEC
relationships. Therefore, we formulate this problem as a
heterogeneous link prediction problem and propose CC-
GATNE. This framework jointly models vulnerabilities,
weaknesses, attack patterns, and adversarial techniques
within a unified graph representation.

CC-GATNE extends heterogeneous graph learning
through cybersecurity-specific graph augmentation, se-
mantic feature integration, attention-based aggregation,
and relation-balanced context generation. Experimental
results demonstrate substantial improvements over exist-
ing approaches. Compared with prior GNN-based meth-
ods, CC-GATNE improves AUC from 59.18% to 72.14%,
while increasing F1 from 23.00% to 69.61% over the
previous approaches and LLM-based baselines.

Index Terms—link prediction, weakness, exploitation,
CWE, CAPEC

1. Introduction

Software weaknesses and their exploitation mech-
anisms constitute a fundamental component of vulner-
ability analysis, secure software engineering, penetra-
tion testing, and cybersecurity education. More recently,
they have also become increasingly important for au-
tonomous security agents and large language model
(LLM)-based systems that reason about vulnerabilities,
generate attack procedures, or assist offensive and de-
fensive security workflows. In these settings, under-
standing not only what is vulnerable, but also how a
weakness can be exploited, is essential for effective
security reasoning.

This relationship is primarily represented through
the Common Weakness Enumeration (CWE) and the
Common Attack Pattern Enumeration and Classification

(CAPEC) frameworks. CWE defines classes of software
weaknesses, while CAPEC describes attack patterns
that exploit them. Together, these frameworks provide a
natural bridge between vulnerability root cause and ex-
ploitation knowledge, enabling analysts and automated
systems to connect vulnerable software behaviors with
potential attack procedures. To better understand the
practical importance of knowing which attack pattern is
related to a given root cause, we investigate and show
how CAPEC knowledge improves automated exploita-
tion reasoning, as shown in Section 4.

However, despite their importance, the relationships
between CWE and CAPEC remain substantially incom-
plete, with approximately 65% of the CWEs without a
related CAPEC entry. As a consequence, many weak-
nesses remain disconnected from relevant exploitation
knowledge, limiting the ability of both human analysts
and automated systems to reason about how vulnerabil-
ities may be operationalized in practice. Missing CWE–
CAPEC links therefore represent more than an incom-
plete taxonomy: they correspond to missing procedural
knowledge that can affect downstream tasks such as
vulnerability analysis, exploitation planning, attack-path
construction, and autonomous penetration testing.

Recovering missing CWE–CAPEC relationships is
challenging. Existing approaches have primarily relied
on textual similarity, keyword matching, or conven-
tional machine learning techniques operating on isolated
descriptions. While these methods can capture lexical
relationships, they often fail to model the inherently
relational nature of cybersecurity knowledge. In prac-
tice, exploitation relationships rarely emerge from tex-
tual similarity alone. Weaknesses, vulnerabilities, attack
patterns, adversarial techniques, and procedural behav-
iors form a highly interconnected ecosystem in which
meaningful relationships are expressed through struc-
tural dependencies rather than direct semantic overlap.

Our key insight is that missing exploitation knowl-
edge can be recovered through heterogeneous cyberse-
curity reasoning. Rather than treating CWE and CAPEC
entries as isolated textual artifacts, we model vulner-
abilities, weaknesses, attack patterns, and adversarial
techniques as components of a unified multi-relational
knowledge graph. Within this representation, previously
unseen CWE–CAPEC relationships can be inferred
from structural dependencies spanning multiple cyber-



security frameworks, allowing the model to recover
exploitation knowledge that is not explicitly encoded
in existing mappings.

GNNs offer a natural way to model CWE–CAPEC
prediction as a relational reasoning problem rather than
as isolated text matching. Yet cybersecurity graphs
pose specific challenges, including sparse supervision,
imbalanced relation types, and noisy heterogeneous
neighborhoods. We address these challenges by intro-
ducing CC-GATNE, a heterogeneous GNN framework
for missing CWE–CAPEC link prediction. The frame-
work combines enriched cybersecurity graph construc-
tion with semantic node features, attention-based ag-
gregation, and layer-balanced random walks, enabling
the model to capture both structural and exploitation-
oriented relationships across CWEs, CAPECs, CVEs,
and ATT&CK techniques. To support reproducibility
and future research, we make the corresponding code
and experimental pipeline publicly available1.

In summary, this paper addresses the following re-
search question:

How can missing CWE–CAPEC relation-
ships be recovered from existing cybersecu-
rity knowledge?

We make the following contributions:
• We introduce CWE–CAPEC completion as a

heterogeneous cybersecurity knowledge-recovery
problem. Rather than treating the CWE–CAPEC
mapping as a textual similarity between isolated
descriptions, we formulate it as a link predic-
tion problem over a multi-relational cybersecurity
knowledge graph.

• We propose CC-GATNE, a heterogeneous
graph-learning framework for recovering missing
CWE–CAPEC relationships. CC-GATNE extends
GATNE [1] with cybersecurity-specific graph
augmentation, semantic node initialization,
attention-based neighbor aggregation, and layer-
balanced random walks to better capture sparse
and imbalanced exploitation-related relations.

• We demonstrate the practical value of
CWE–CAPEC completion for exploitation
reasoning. Through an LLM-based exploitation-
planning experiment, we show that CAPEC
information improves generated attack plans, and
that predicted CAPEC links can provide useful
procedural context when explicit mappings are
missing.

2. Background and Problem Formulation

2.1. Cybersecurity Knowledge Frameworks

Cybersecurity knowledge is commonly organized
through structured taxonomies that describe vulnera-
bilities, weaknesses, attack patterns, and adversarial

1. https://anonymous.4open.science/status/cwe capec-4600

behaviors. Among the most widely adopted standards
are the Common Weakness Enumeration (CWE) and the
Common Attack Pattern Enumeration and Classification
(CAPEC) frameworks, both maintained by MITRE.

CWE provides a hierarchical catalog of software
weaknesses that highlight the root cause of security vul-
nerabilities. Each CWE entry describes a specific class
of weakness, such as improper input validation, buffer
overflows, or authentication flaws. This framework is
extensively used in vulnerability classification, secure
software development, and automated security analysis.

Complementary to CWE, CAPEC describes adver-
sarial attack patterns that capture how attackers exploit
weaknesses in real-world systems. CAPEC entries pro-
vide procedural and operational knowledge, including
attack prerequisites, execution flows, required attacker
skills, and potential consequences. While CWE focuses
on what is wrong in a system, CAPEC focuses on how
an attacker can exploit it.

2.2. Problem formulation

Our goal is to recover missing exploitation knowl-
edge between software weaknesses and attack patterns.
We formulate this task as link prediction over a hetero-
geneous cybersecurity graph. We represent cybersecu-
rity knowledge as a heterogeneous graph

G = (V,E, TV , TE),

where V is the set of cybersecurity entities and E is
the set of relationships among them. Each node v ∈ V
has a type τ(v) ∈ TV , such as CWE, CAPEC. Each
edge e ∈ E has a relation type ρ(e) ∈ TE , such as
CWE--CWE, CWE--CAPEC. This representation allows
the graph to preserve both the semantic roles of cyber-
security entities and the relation types connecting them.

The target relation in this work is the CWE–CAPEC
relationship: whether a weakness can be associated with
an attack pattern that describes a plausible exploitation
procedure. Given a CWE node u ∈ CWE and a CAPEC
node v ∈ CAPEC, we learn a scoring function

f(u, v) → [0, 1],

where higher scores indicate that v is more likely to rep-
resent a relevant attack pattern for exploiting weakness
u. Candidate CAPEC entries can therefore be ranked
for each CWE according to their predicted relationship
score.

The task is to rank candidate CAPEC nodes for each
CWE node according to their predicted CWE–CAPEC
score. Higher-ranked CAPEC nodes are interpreted as
more likely to provide relevant exploitation knowledge
for the corresponding weakness. This formulation al-
lows missing CWE–CAPEC relationships to be inferred
from both textual node information and structural de-
pendencies across vulnerabilities, weaknesses, attack
patterns, and adversarial behaviors.



Additional background on graph neural networks
and heterogeneous message passing is provided in Ap-
pendix 11.2.

3. Related Work

Automated mapping between cybersecurity knowl-
edge bases has been widely studied, particularly for
linking vulnerabilities to weakness classes [2]–[5] and
threat intelligence text to adversarial tactics, techniques,
and procedures [6]–[15]. These efforts demonstrate the
importance of connecting cybersecurity artifacts across
knowledge bases, but they primarily focus on vulner-
ability classification or operational adversary behavior
rather than the relationship between weakness classes
and exploitation procedures.

Compared with CVE-to-CWE and ATT&CK map-
ping, the specific problem of linking CWE weaknesses
to CAPEC attack patterns has received less attention,
despite its direct relevance to exploitation reasoning.
Early work approached this space through structured
knowledge representation. Andrei [16] proposed an
OWL-based semantic model derived from CWE and
CAPEC dictionaries, enabling automated classification
and SPARQL-based querying over security concepts.

More recent work has studied textual and seman-
tic similarity for identifying relationships between vul-
nerabilities, weaknesses, and attack patterns. Kanakogi
et al. [17], [18] evaluated methods including TF-IDF,
Doc2Vec, Universal Sentence Encoder, and Sentence-
BERT for tracing relationships between cybersecurity
descriptions. Their findings suggest that lexical signals
can remain competitive in cybersecurity mapping tasks,
where domain-specific terminology and sparse descrip-
tions often limit the effectiveness of generic semantic
embeddings. Bonomi et al. [19] further combine sen-
tence embeddings with technical keyword analysis to
better capture domain-specific terms and acronyms.

These approaches primarily operate over isolated
textual descriptions. In contrast, our work models
CWE–CAPEC completion as a heterogeneous graph
reasoning problem, where exploitation relationships
may be inferred not only from direct semantic similarity
but also from structural dependencies across vulner-
abilities, weaknesses, attack patterns, and adversarial
techniques.

3.1. Graph-based reasoning over cybersecurity
knowledge

Graph-based methods have also been proposed for
reasoning over cybersecurity knowledge bases. Ren et
al. [20] introduce a two-stage framework combining
GCN-based classification with ConvE-based knowledge
graph completion over CVE, CWE, and CAPEC data.
Their approach uses textual features from related se-
curity entities and then performs link inference over

constructed triples. We do not include this system as
a baseline because the available description does not
provide sufficient implementation detail to reproduce
the pipeline or verify that its evaluation protocol is
directly comparable to ours. In particular, the use of
CAPEC-derived features before downstream link in-
ference makes it difficult to isolate the CWE–CAPEC
completion task under the leakage-prevention protocol
used in this paper. Nevertheless, we provide an approx-
imation of the work with a GCN comparison and report
it in Appendix 8.

Our work also relates to graph representation learn-
ing methods for homogeneous, relational, and heteroge-
neous graphs. Homogeneous GNNs such as GCN and
GAT aggregate neighborhood information but do not ex-
plicitly preserve node or edge heterogeneity [21], [22].
Relational and heterogeneous architectures, including
R-GCN, HGT, HetGNN, and Simple-HGN, incorporate
relation-specific or type-specific transformations to bet-
ter model multi-relational graphs [23]–[26]. GATNE [1]
is particularly relevant because it learns both shared and
relation-specific node representations in attributed mul-
tiplex networks, making it suitable for graphs in which
the same cybersecurity entity participates in multiple
semantic relations. For completeness, Appendix 11.2
provides additional background on graph neural net-
works and heterogeneous message passing.

3.2. Positioning of this work

This work focuses on recovering missing exploita-
tion knowledge between CWE weakness classes and
CAPEC attack patterns. Unlike prior approaches that
mainly rely on textual similarity, we formulate CWE–
CAPEC completion as heterogeneous link prediction
over a multi-relational cybersecurity graph.

We further introduce CC-GATNE, a cybersecurity-
specific extension of GATNE that improves representa-
tion learning at both the data and model levels. Finally,
we evaluate CWE–CAPEC completion not only as a
link-prediction task, but also through its impact on
LLM-based exploitation planning. This positions the
task as practical knowledge recovery for automated
security reasoning, rather than merely taxonomy match-
ing.

4. Motivation

The incompleteness of CWE–CAPEC mappings is
not merely a taxonomy-maintenance issue. CWE entries
describe vulnerable software behaviors, while CAPEC
entries describe attack patterns and exploitation pro-
cedures that adversaries may use against those weak-
nesses. Missing CWE–CAPEC links therefore corre-
spond to missing exploitation knowledge: a weakness
may be known, but how it can be exploited may remain
disconnected from it.



This gap matters increasingly for automated secu-
rity reasoning. LLM-based security agents, exploitation
planners, and autonomous penetration-testing systems
often transform vulnerability information into action-
able attack plans. If CAPEC information provides pro-
cedural context that is absent from CVE or CWE de-
scriptions alone, then missing CWE–CAPEC links can
directly limit the quality of these systems.

The scale of the problem is substantial. In our
dataset, 956 CWE entries and 615 CAPEC entries
yield 587,940 candidate CWE–CAPEC pairs. Although
many pairs are unrelated, identifying meaningful re-
lationships requires domain expertise and many valid
weakness–attack-pattern relationships may be indirect
and difficult to identify from the CWE and CAPEC
descriptions alone. Our approach is useful precisely
because it exploits additional structural evidence from
related cybersecurity entities, to infer missing links
among mostly stable concepts.

4.1. Exploitation Planning

Before designing a model to recover missing CWE–
CAPEC links, we first ask whether CAPEC informa-
tion provides measurable value for downstream secu-
rity reasoning. We therefore evaluate whether adding
CAPEC attack-pattern information improves LLM-
generated exploitation plans compared with using CVE
or CVE+CWE information alone.

Specifically, we investigate the following research
question:

Does CAPEC information help LLMs gener-
ate exploitation plans that better align with
expert-grounded vulnerability walkthroughs?

Figure 1. Motivation experiment pipeline. Vulhub exploit walk-
throughs are normalized into an exploit-only gold target. The planner
is evaluated under four input conditions, and a comparative LLM
judge determines which condition best matches the gold target.

4.2. Experiment Structure

Recent agentic penetration testing frameworks in-
creasingly rely on multi-stage reasoning pipelines in
which planning is a critical component for successful
exploitation [27]–[29]. In particular, planning modules
are responsible for transforming vulnerability informa-
tion into actionable exploitation procedures. However,

existing approaches typically rely only on CVE and
CWE information, despite CAPEC explicitly describing
how weaknesses can be operationalized through adver-
sarial attack patterns.

To evaluate whether CAPEC provides useful proce-
dural knowledge for exploitation planning, we design a
controlled experiment that isolates the contribution of
CAPEC information during the planning stage. More
specifically, we investigate whether augmenting vulner-
ability descriptions with CAPEC information improves
the quality of LLM-generated exploitation plans. The
experiment consists of three stages: benchmark con-
struction, plan generation, and comparative evaluation.

4.2.1. Benchmark Construction. We construct the
benchmark from manually curated exploitation walk-
throughs derived from Vulhub [30]. We use Vulhub
as a reproducible and standardized source of expert-
grounded exploitation procedures. Each instance is as-
sociated with CVE, CWE, and CAPEC metadata and
paired with an expert-written exploitation walkthrough.
To avoid benchmark-specific artifacts, we derive the
ground-truth target exclusively from the exploit
section of each walkthrough, excluding setup in-
structions, container configuration, and environment-
specific reproduction details. The resulting representa-
tion is converted into a structured comparison that rep-
resents the ground-truth, which is used for evaluation.

• Overall: overall alignment with the gold-standard
exploitation plan;

• Attack goal: identification of the primary exploita-
tion objective;

• Entry point: identification of the vulnerable inter-
face, endpoint, parameter, or component;

• Core actions: inclusion of the essential exploita-
tion steps;

• Mitigations: identification of relevant defensive
countermeasures or remediation actions.

4.2.2. Plan Generation. For each benchmark instance,
an LLM-based planner (inspired by [27]–[29]) gen-
erates a structured exploitation plan using only the
information provided under a specific input condition.
The planner never receives access to the original Vulhub
walkthrough or the hidden gold-standard reference plan.

To explicitly isolate the effect of CAPEC knowl-
edge, we restrict this experiment to vulnerabilities with
existing ground-truth CWE–CAPEC mappings. Vul-
nerabilities lacking CAPEC associations are instead
reserved for the downstream evaluation presented in
Section 8.4, where we assess whether predicted CWE–
CAPEC links improve exploitation planning. For each
vulnerability, we generate plans under three increas-
ingly informative conditions: CVE, using only CVE-
level information; CVE+CWE, adding the associated
weakness; and CVE+CWE+CAPEC, further adding
attack-pattern information. The planner is tasked with



generating an exploitation walkthrough structured ac-
cording to the same categories used in the ground-
truth representation, enabling direct comparison during
evaluation.

4.2.3. Evaluation. To evaluate generated plans, we
adopt an LLM-as-a-judge protocol using comparative
assessment against the reference plan described in
Section4.2.1. Recent work has shown that strong LLM
judges can achieve agreement rates with human evalua-
tors comparable to inter-human agreement, particularly
in pairwise settings [31]. Prior studies further show that
comparative evaluation is substantially more reliable
than absolute scoring for open-ended generation tasks,
especially when structured evaluation criteria and ref-
erence targets are provided [31].

Our evaluation setting closely follows these vali-
dated conditions. The judge receives the same vulner-
ability instance, the hidden gold-standard exploitation
plan, and the candidate plans generated under differ-
ent information conditions. The judge then performs
comparative selection according to explicitly defined
planning criteria.

TABLE 1. COMPARISON OF SCENARIO WINNERS ACROSS 168
RECORDS. VALUES ARE REPORTED AS COUNT AND PERCENTAGE.

Field CVE CVE+CWE CVE+CWE+
CAPEC

Overall 12 (7.1%) 45 (26.8%) 111 (66.1%)
Attack goal 16 (9.5%) 51 (30.4%) 101 (60.1%)
Entry point 18 (10.7%) 59 (35.1%) 91 (54.2%)
Core actions 15 (8.9%) 46 (27.4%) 107 (63.7%)
Mitigations 37 (22.0%) 37 (22.0%) 88 (52.4%)

Table 1 reports the results over 168 benchmark in-
stances. Across all evaluation dimensions, the CAPEC-
enhanced condition consistently achieves the highest
win frequency. In particular, the CVE+CWE+CAPEC
condition is selected as the best overall plan in 66.1% of
cases, substantially outperforming both the CVE-only
and CVE+CWE settings.

The largest improvements are observed for at-
tack goal and core actions, suggesting that CAPEC
contributes procedural exploitation knowledge that is
not captured by vulnerability descriptions or weakness
classes alone. More broadly, these results indicate that
CAPEC helps bridge the gap between identifying a vul-
nerability and reasoning about how it can be exploited
in practice.

Overall, this experiment provides empirical motiva-
tion for completing missing CWE–CAPEC links. Since
CAPEC-enhanced inputs improve exploitation planning
when ground-truth mappings are available, recovering
missing CWE–CAPEC relationships may expand the
availability of procedural exploitation knowledge for
automated security reasoning systems.

5. Methodology

Motivated by the observation that CAPEC knowl-
edge improves downstream exploitation planning, we
now address the core research question of this work:

How can missing CWE–CAPEC relationships
be recovered by leveraging existing cyberse-
curity knowledge?

We model the recovery of unobserved CWE–CAPEC
associations as relation-specific link prediction over a
heterogeneous cybersecurity graph. During evaluation,
observed CWE–CAPEC edges are masked and pre-
dicted using the remaining graph structure and node
information, while non-target relations are retained as
contextual evidence.

This setting presents two main challenges. First,
the target CWE–CAPEC relation is sparse, and the
original CWE–CAPEC graph provides limited evidence
for inferring unobserved associations. Second, relation
types are highly imbalanced, which can cause dense
relations to dominate both neighborhood aggregation
and context generation.

To address these challenges, we propose CC-
GATNE, a cybersecurity-oriented extension of
GATNE [1]. CC-GATNE enriches the graph with CVE
and ATT&CK Technique entities, incorporates text-
derived semantic node features, replaces uniform
neighbor aggregation with an attention-based
mechanism, and introduces layer-balanced random
walks. Together, these components provide additional
structural and semantic evidence while reducing the
influence of noisy neighborhoods and dominant relation
types. Figure 2 summarizes the proposed framework.

5.1. GATNE

GATNE [1] is designed for attributed multiplex
graphs in which nodes may participate in multiple
relation types. Rather than learning a single represen-
tation for each node, GATNE combines a shared base
embedding with a relation-specific component.

For a node v and relation type r, GATNE computes
the representation:

h(r)
v = bv +MT

r (Uvav,r)

where bv is the base embedding of node v, Uv

is a set of relation-aware latent embeddings, av,r is an
attention vector that determines the importance of these
latent components for relation r, and Mr is a relation-
specific transformation matrix.

The resulting representation allows the same node
to be modeled differently across relation contexts. For
example, a CWE may participate in hierarchical CWE–
CWE relations, vulnerability-level CVE–CWE map-
pings, and exploitation-oriented CWE–CAPEC rela-
tions. Relation-specific representations of two nodes can
subsequently be used to estimate whether an edge of a
given type should connect them.



Figure 2. Overview of the proposed heterogeneous graph representation learning framework for cybersecurity knowledge integration. The
proposed methodology enhances node representation learning through four complementary components: (1) the enrichment of the training
graph with multi-domain cybersecurity entities and relations spanning CVEs, CWEs, CAPEC attack patterns, and adversarial techniques;
(2) BERT-based semantic feature encoding to capture contextual information from textual node descriptions; (3) cross-graph attention-driven
aggregation to align heterogeneous semantic and structural information into a unified embedding space; and (4) a layer-balanced random walk
generation strategy that redistributes walks across heterogeneous edge types, mitigating relation imbalance and promoting more diverse and
representative training samples.

5.2. CC-GATNE

CC-GATNE extends GATNE through four com-
plementary components. First, graph augmentation in-
troduces CVE and ATT&CK Technique entities and
their associated relations. Second, semantic node ini-
tialization incorporates information from textual entity
descriptions. Third, attention-based neighbor aggrega-
tion assigns different importance to sampled neigh-
bors. Finally, layer-balanced random walks reduce the
dominance of densely represented relation types during
context generation.

The following subsections describe each component
in detail.

5.2.1. Knowledge Augmentation. The standard CWE–
CAPEC graph captures direct relationships be-
tween weakness classes (CWEs) and attack patterns
(CAPECs), but offers limited support for identifying
missing or indirect associations. Building on the frame-
works proposed by [32], [33], which connect CVEs,
CWEs, CAPECs, and tactics, techniques, and proce-
dures (TTPs), we augment the graph with two comple-
mentary sources of cybersecurity knowledge: Common
Vulnerabilities and Exposures (CVEs) and techniques
from the MITRE ATT&CK framework.

CVEs provide concrete vulnerability instances that
ground abstract CWE categories in real-world software
flaws. This allows the model to distinguish between
CWEs that may be textually similar but occur in differ-
ent vulnerability contexts.

MITRE techniques provide adversarial behavior
context by describing how attackers execute techniques
during exploitation. By linking attack patterns to TTP-
related knowledge, the graph gains additional behav-
ioral signals that are closer to exploitation practice than
to weakness descriptions alone.

Together, CVEs and MITRE TTPs create additional
multi-hop paths between CWE and CAPEC nodes. For
example, a CWE may be associated with a set of CVEs,
which in turn expose recurring exploitation behaviors

related to specific attack patterns or techniques. These
indirect paths provide structural evidence that may re-
veal plausible CWE–CAPEC relationships even when
no direct mapping is available.

5.2.2. Semantic Feature Enrichment. Although graph
structure captures relational dependencies between cy-
bersecurity entities, it does not fully exploit the se-
mantic information contained in textual descriptions.
CWE and CAPEC entries often encode detailed infor-
mation about vulnerability characteristics, exploitation
behavior, prerequisites, and mitigation strategies that
may not be directly recoverable from graph connectivity
alone. We provide node features with contextual text
embeddings extracted from the corresponding CWE
and CAPEC descriptions. Given the textual description
xv associated with node v, we compute a semantic
embedding:

sv = BERT(xv),

where sv ∈ Rd captures contextual semantic infor-
mation derived from the pretrained BERT encoder.

These semantic embeddings are integrated with
the structural representations learned through heteroge-
neous message passing.

5.2.3. Attention-Based Neighbor Aggregation. In the
original GATNE formulation, the aggregation of neigh-
boring nodes for a given edge type is performed through
a simple summation over sampled neighbors. This ap-
proach assumes that all neighboring nodes from the
same edge type contribute equally to the representation
of the target node. However, neighbors often carry
different levels of semantic relevance. Consequently, as-
signing uniform importance to all neighbors may dilute
informative signals and amplify noisy or less relevant
connections.

To address this limitation, we replace the uniform
aggregation mechanism with an attention-based neigh-
bor aggregation strategy. The proposed mechanism en-
ables the model to learn adaptive importance weights



for each neighbor, allowing more informative neighbors
to contribute more strongly to the final representation.

Let xbtn ∈ Rdu denote the embedding of the n-th
sampled neighbor of node b under edge type t, where
du is the edge-specific embedding dimension. For each
neighbor embedding, an attention score is computed
using a two-layer neural attention mechanism:

ebtn =W2σ(W1xbtn + b1) + b2

where:
• W1 ∈ Rda×du projects neighbor embeddings into

an intermediate attention space of dimension da,
• W2 ∈ R1×da maps the transformed representation

into a scalar compatibility score,
• b1 and b2 are learnable bias terms,
• σ(·) introduces non-linearity with the function
tanh .

The resulting attention score ebtn quantifies the impor-
tance of neighbor n for the representation of node b
under relation type t. The scores are normalized across
all sampled neighbors through a softmax operation, and
the resulting attention weights are used to compute the
final edge-type-specific representation as a weighted
aggregation of neighboring embeddings.

Unlike mean or sum aggregation, this formulation
enables the model to dynamically emphasize semanti-
cally important neighbors while suppressing noisy or
weakly informative ones. This is particularly beneficial
in heterogeneous graphs, where neighbors connected
through the same edge type may still vary substantially
in relevance.

5.2.4. Random Walk Balancing. Standard random
walk strategies in heterogeneous graphs are often biased
toward densely connected edge types, causing frequent
relations to dominate context generation while under-
representing sparse but semantically important relations.
In cybersecurity knowledge graphs, this imbalance is
particularly problematic due to the highly uneven dis-
tribution of relations across vulnerabilities, weaknesses,
attack patterns, and techniques.

To mitigate this issue, we introduce a layer-balanced
random walk strategy that redistributes transition prob-
abilities across edge types during walk generation.
Instead of sampling neighbors solely based on local
connectivity, the proposed approach encourages a more
uniform exploration of heterogeneous graph layers, en-
suring that less frequent relations contribute more con-
sistently to node contexts.

Formally, let r ∈ R denote an edge type and
let dr(v) represent the number of neighbors of node
v connected through relation r. During random walk
generation, the transition probability from node u to
node v through relation r is adjusted as:

P (v | u, r) ∝ 1

dr(u)α
,

where α controls the balancing strength. Higher val-
ues of α reduce the dominance of highly connected re-
lation types, promoting more diverse exploration across
heterogeneous graph layers.

6. Experimental Setup

6.1. Dataset Overview

We construct a heterogeneous cybersecurity graph
to support CWE–CAPEC link prediction. The graph
combines weakness classes, attack patterns, vulnera-
bility instances, and adversarial techniques from es-
tablished cybersecurity knowledge bases. Specifically,
it includes 956 CWE entries and 615 CAPEC entries
derived from the official MITRE frameworks.

We further incorporate 19,264 CVE instances as-
sociated with CWE labels published in 2023. This de-
sign choice provides recent CVE–CWE mappings while
avoiding the severe labeling sparsity observed in more
recent years, where many CVEs remain unlabeled.

To enrich the graph with adversarial behavior
knowledge, we also incorporate data from the MITRE
ATT&CK framework, including 188 techniques. In Sec-
tion 8, we additionally analyze the impact of integrating
the 14 high-level ATT&CK tactics.

6.2. Graph Construction

The heterogeneous cybersecurity graph integrates
relations across CVEs, CWEs, CAPECs, and ATT&CK
techniques. We include both cross-framework relations
(e.g., CVE–CWE, CWE–CAPEC, CAPEC–Technique)
and intra-framework relations such as hierarchical
dependencies within CWE, CAPEC, and ATT&CK
(CWEparent-to-CWEchildren).

Although the graph contains multiple relation types,
the prediction task focuses exclusively on missing
CWE–CAPEC links. All remaining relations are re-
tained during training as contextual structural informa-
tion that supports heterogeneous representation learning
and multi-hop reasoning across cybersecurity entities.

6.3. Evaluation setup

Since the CWE to CAPEC is a one-to-many link
prediction problem, given that out of the CWEs that
have a connection, roughly 50% of them are one-to-
many connections, we create the dataset and evalu-
ation accordingly to handle the problem adequately
(48% of one-to-one, 52% of one-to-many). We formu-
late CWE–CAPEC link prediction as a binary link-
prediction task on a graph. Each observed (CWE,
CAPEC) association is encoded as a positive edge,
while non-linked CWE–CAPEC pairs are used as nega-
tive instances during evaluation. Consequently, a CWE
associated with multiple CAPECs appears in multiple



rows, one for each valid edge. This does not represent
an artificial duplication of samples or a reformulation
into multiple single-label problems; rather, it is the nat-
ural edge-level representation of a one-to-many relation
in a link-prediction setting, where the model scores can-
didate node pairs independently. The train/test split is
performed at the edge level, and held-out test edges are
excluded from the graph structures used during training,
including the random walks, to prevent information
leakage. To obtain a more robust estimate of perfor-
mance, we adopt a 5-fold cross-validation protocol in
which only the target relation (CWE-CAPEC) is eval-
uated, while edges of other relation types are retained
in training to preserve the heterogeneous graph context.
Furthermore, each fold-based experiment is repeated 6
times with different random seeds, resulting in 30 runs
per model/configuration. The final reported results are
aggregated across these runs, thereby reducing sensitiv-
ity to a particular partition or stochastic training effect
and enabling statistical comparison between models.

We use Area Under the Curve (AUC) as validation
metric because it measures the model’s ability to rank
true associations above non-existing ones independently
of a fixed decision threshold.

7. Results

In this section, we evaluate the effectiveness of
the proposed CC-GATNE framework and analyze the
contribution of each component introduced in Section 5.
Our evaluation is structured progressively to isolate the
impact of both data-level and model-level enhancements
over the original GATNE architecture.

Table 2 summarizes the performance of the baseline
GATNE model together with the successive improve-
ments introduced in this work. We first establish the
performance of the original GATNE configuration and
then perform an ablation study to assess how each
proposed component contributes to CWE–CAPEC link
prediction performance.

We begin by evaluating the impact of the proposed
data-level enhancements. In particular, we augment
the heterogeneous cybersecurity graph with CVE and
ATT&CK Technique nodes together with their associ-
ated relations (Section 5.2.1), while still training and
evaluating exclusively on the CWE–CAPEC prediction
task. We then investigate the effect of replacing one-hot
node representations with contextual semantic embed-
dings generated using BERT (Section 5.2.2).

Building on the best-performing graph and feature
configuration, we subsequently evaluate two model-
level improvements: the attention-based aggregation
mechanism (Section 5.2.3) and the proposed layer-
balanced random walk strategy (Section 5.2.4). This
progressive evaluation allows us to analyze the indi-
vidual and combined contributions of structural en-
richment, semantic feature augmentation, and hetero-
geneous representation-learning improvements.

By combining all proposed enhancements, we ob-
tain CC-GATNE, which achieves a 22.15% improve-
ment in AUC compared to the original GATNE base-
line.

Data improv. Model improv.
Model Add. train Feat. Node att. Walk enc. AUC (%)

GATNE

x x x x 59.18
✓ x x x 65.75
x ✓ x x 68.45
✓ ✓ x x 69.68
✓ ✓ x ✓ 70.59
✓ ✓ ✓ x 71.73

CC-GATNE ✓ ✓ ✓ ✓ 72.14

TABLE 2. ABLATION STUDY EVALUATING THE CONTRIBUTION OF
DATA- AND MODEL-LEVEL IMPROVEMENTS TO THE

PERFORMANCE OF GATNE.

The ablation study further reveals that data-level
enhancements contribute more substantially than archi-
tectural modifications alone. In particular, adding CVE
and ATT&CK Technique nodes increases the baseline
AUC from 59.18% to 69.68%, while semantic feature
enrichment using BERT embeddings further improves
representation quality. These results suggest that expos-
ing the model to a richer heterogeneous cybersecurity
context is critical for recovering missing exploitation
relationships.

The model-level improvements provide additional
gains on top of this enriched representation space.
Attention-based aggregation improves relation-aware
neighborhood modeling, while the layer-balanced ran-
dom walk strategy helps generate more diverse het-
erogeneous node contexts. Although the individual im-
provements are incremental, their combination consis-
tently produces the strongest overall performance.

Overall, the results highlight two key findings. First,
enriching the cybersecurity graph with additional het-
erogeneous entities and semantic node representations
provides the largest performance gains, suggesting that
CWE–CAPEC prediction benefits strongly from cross-
domain structural and contextual information. Second,
the proposed model-level improvements further refine
representation learning by improving relation-aware ag-
gregation and mitigating edge-type imbalance during
context generation.

By progressively combining these enhancements,
CC-GATNE achieves a final AUC of 72.14%, corre-
sponding to a 22% improvement over the original
GATNE baseline.

7.1. Statistical significance

To assess the contribution of the proposed model-
level enhancements, we performed an ablation study on
top of the improved GATNE configuration that already
includes additional training data and node features. In
particular, we evaluated the impact of the proposed



walk encoding strategy and node attention mechanism
independently. Statistical significance was assessed us-
ing the Wilcoxon signed-rank test over 30 independent
runs by comparing each variant against the correspond-
ing GATNE baseline with identical data enhancements.
Results show that both model-level contributions yield
statistically significant improvements. Specifically, the
walk encoding strategy improves the ROC-AUC from
69.68% to 70.59% (p = 0.015), while the node attention
mechanism further increases the ROC-AUC to 71.73%
(p < 0.001).

7.2. SOTA Comparison

We now compare CC-GATNE against the existing
CWE–CAPEC mapping approaches discussed in Sec-
tion 3. Since prior work primarily reports threshold-
dependent classification metrics such as precision, re-
call, and F1, we adapt our evaluation protocol to enable
a fair comparison with these methods.

Unlike traditional classifiers, CC-GATNE produces
similarity scores for candidate CWE–CAPEC pairs
rather than binary predictions. Consequently, computing
precision, recall, and F1 requires selecting an operating
threshold to convert similarity scores into predicted
links. To obtain a decision boundary, we calibrate
the threshold on the validation set. More specifically,
we compute the precision–recall curve over validation
scores and select the threshold t∗ that maximizes the
validation F1 score. This threshold is then applied un-
changed to the test set to generate binary predictions for
precision, recall, and F1 computation. For consistency,
we apply the same validation-based threshold selection
procedure to all evaluated baselines.

TABLE 3. COMPARISON OF CWE–CAPEC MAPPING METHODS.
PRECISION, RECALL, AND F1 ARE MICRO-AVERAGED OVER

PREDICTED CWE–CAPEC LINKS. THE LLM USED FOR THIS
EXPERIMENT IS GPT-4O-MINI.

Approach Embedder Prec Rec F1

[17] [18] TF-IDF 15.60 20.85 17.01
[17] [18] SBERT 22.38 24.64 23.00

Bonomi et. al [19] Distilroberta 21.41 16.25 18.48

LLM CoT - 19.51 24.26 21.63
LLM Few-shot - 15.80 21.28 18.14
LLM Single-shot - 18.28 24.59 20.96

CC-GATNE (ours) Bert 59.82 83.65 69.61

Table 3 reports the comparison against prior
semantic-similarity and LLM-based approaches. The
results show that CC-GATNE substantially outperforms
all evaluated baselines across precision, recall, and F1.
In particular, our approach achieves an F1 score of
69.61, compared with 23.00 for the strongest prior base-
line. This large performance gap suggests that hetero-
geneous graph reasoning provides substantially richer

predictive signals than approaches relying solely on
textual similarity or direct LLM prompting.

More importantly, these findings reinforce a
broader trend already observed in other cybersecurity
knowledge-linking tasks. Prior work on CVE-to-CWE
mapping [2] and CTI-sentence-to-TTP alignment [6]
similarly showed that pure semantic similarity is of-
ten insufficient for accurately connecting cybersecurity
concepts across different frameworks. In these settings,
semantically related descriptions do not necessarily
correspond to operationally or procedurally equivalent
security concepts. Instead, effective mapping requires
modeling contextual, relational, and structural depen-
dencies between entities.

Our results further support this observation. CWE–
CAPEC prediction cannot be reduced to matching
semantically similar textual descriptions alone, since
meaningful exploitation relationships frequently emerge
through indirect structural associations involving vul-
nerabilities, attack patterns, and adversarial techniques.
This explains why heterogeneous graph-based ap-
proaches such as CC-GATNE substantially outperform
purely text-based retrieval and prompting methods.

More broadly, the results support the central hypoth-
esis of this work: recovering missing CWE–CAPEC
relationships requires modeling the structural and multi-
relational organization of cybersecurity knowledge
rather than relying exclusively on semantic similarity
between isolated descriptions.

7.3. Use case: Mapping CTI to CAPEC

Although CWE and CAPEC are curated taxonomies
that evolve relatively slowly, the security evidence that
analysts need to interpret changes continuously. Inci-
dent reports, SOC alerts, threat-intelligence reports, and
analyst notes often describe observed attacker behavior
in natural language, without explicitly identifying the
underlying software weakness. In such settings, map-
ping the evidence to CAPEC can provide attack-pattern
context that supports incident response, threat analysis,
event correlation, and downstream mitigation planning.

To demonstrate this use case, we evaluate whether
CC-GATNE can be used beyond CWE nodes to
map behavioral threat-intelligence evidence directly to
CAPEC. We use two sentence-level threat-intelligence
datasets, TRAM and AnnoCTR, in which each sen-
tence is associated with one or more ATT&CK tech-
niques. Since CAPEC provides partial mappings be-
tween CAPEC entries and ATT&CK techniques, we
use these mappings to derive sentence-to-CAPEC pairs.
This produces a dataset of (X) sentence-to-CAPEC pairs
covering (Y) CAPEC classes.

Given a sentence (s), we encode its natural-language
content and project it into the same representation space
used by CC-GATNE. We then rank CAPEC entries ac-
cording to their similarity to the sentence representation.
This setting differs from the original CWE-to-CAPEC



task: the input is no longer a curated weakness node, but
a previously unseen piece of behavioral evidence. As a
result, the experiment tests whether the learned graph
representation can support source-agnostic CAPEC re-
trieval.

This use case is particularly relevant for opera-
tional security workflows. A real-time incident respon-
der or SOC system may observe events such as account
enumeration, suspicious authentication attempts, com-
mand execution, privilege escalation, or data exfiltra-
tion. These observations may not map cleanly to CWE,
because they describe attacker behavior rather than the
root-cause weakness. Directly mapping such evidence
to CAPEC therefore avoids forcing an intermediate
CWE prediction and instead enriches the event with
attack-pattern context.

8. Discussion

To better understand the performance gains achieved
by CC-GATNE, this section analyzes the contribution
of both the proposed data and model enhancements. We
first analyze graph augmentation strategies on CWE–
CAPEC link prediction performance and evaluate the
interaction between graph structure and semantic node
representations. Then, we investigate how different
GNN architectures compare with GATNE. We then an-
alyze the architectural modifications introduced in CC-
GATNE and discuss how these changes improve het-
erogeneous representation learning within cybersecurity
knowledge graphs. Finally, we examine the predicted
CWE–CAPEC links and discuss their implications for
automated cybersecurity reasoning.

Before discussing the contributions in detail, we
define the data configurations used throughout this
section to analyze the impact of graph augmentation.
As illustrated in Figure 3, each configuration represents
a different combination of node and edge types included
during training:

• CC: CWE and CAPEC only (standard data).
• CCC: Extends CC by incorporating CVE nodes

and CVE–CWE relations.
• CCT: Extends CC by incorporating ATT&CK

Technique nodes and their associated relations.
• CCCT: Extends CC by incorporating CVE and

ATT&CK Technique.
• CCTT: Extends CCT by incorporating ATT&CK

Tactic nodes and their relations to Techniques.
• CCCTT: Extends CC by incorporating CVE,

Technique, and Tactic nodes.

8.1. CC-GATNE Data-Level Improvements

As discussed in Section 7, CC-GATNE extends the
original GATNE framework through both data-level and
model-level enhancements. From the data perspective,
we investigate two complementary factors: (i) graph

augmentation through additional cybersecurity entities
and relations, and (ii) semantic feature enrichment
through different node embedding strategies.

8.1.1. Contribution of Graph Augmentation. To as-
sess the contribution of graph augmentation while con-
trolling for semantic feature initialization, we com-
pare the graph configurations separately under one-
hot, BERT, and SecureBERT node representations. The
results are shown in Figure 3.

Progressively enriching the heterogeneous cyberse-
curity graph consistently improves link prediction per-
formance across all embedding strategies. In particular,
the transition from the essential CC configuration to
the fully augmented CCCTT graph produces steady
AUC improvements, especially for one-hot and Se-
cureBERT representations. These findings suggest that
additional cybersecurity entities and relations provide
useful structural evidence for recovering missing CWE–
CAPEC links. Graph augmentation also reduces the
performance gap between embedding methods. While
semantic feature initialization remains an important fac-
tor, richer heterogeneous connectivity partially compen-
sates for weaker node representations by exposing ad-
ditional multi-hop relationships between vulnerabilities,
weaknesses, attack patterns, and adversarial behaviors.
This observation supports that effective CWE–CAPEC
prediction depends not only on textual similarity, but
also on modeling the broader structural organization of
cybersecurity knowledge.

Figure 3. AUC achieved by GATNE across different graph configura-
tions and node-feature representations. One-hot representations bene-
fit most from richer graph configurations, whereas the performance of
BERT and SecureBERT varies less across configurations. The dashed
horizontal line indicates the baseline performance obtained with one-
hot node representations and the non-augmented dataset.

8.1.2. Encoder Improvements. As already observed
in Figure 3 (left), the node embedding strategy has the
largest impact on overall performance. In particular, re-
placing the standard one-hot node representations with
contextual semantic embeddings provides substantial
improvements, highlighting the importance of semantic
initialization for CWE–CAPEC link prediction.

Comparing the three embedding strategies (one-
hot, BERT, and SecureBERT), a clear pattern emerges.
BERT- and SecureBERT-based representations achieve



strong performance from the early stages of training,
whereas one-hot encoded features require substantially
more optimization steps to converge. This behavior is
expected since one-hot vectors provide no semantic
information about cybersecurity entities, forcing the
model to learn node relationships purely from graph
structure. On average, training with one-hot representa-
tions requires more than twice the number of training
steps compared with SecureBERT-based initialization
(53 vs. 25 epochs).

Graph augmentation also interacts differently with
the various embedding strategies. One-hot representa-
tions benefit the most from additional graph context,
since richer connectivity partially compensates for the
absence of semantic node features. In contrast, BERT
and SecureBERT already provide semantically mean-
ingful initialization, making the relative contribution of
additional graph structure less pronounced.

BERT-based embeddings. Among the eval-
uated node-feature initializations, BERT provides
the strongest performance. Although SecureBERT is
trained on cybersecurity text, it does not improve over
general-purpose BERT in our setting. To further ex-
amine this result, we evaluate an unsupervised CWE–
CAPEC retrieval task based only on embedding similar-
ity. For each CWE, we rank candidate CAPEC entries
according to their embedding similarity and measure
whether a known CWE–CAPEC association appears
among the top-ranked candidates. This experiment does
not use graph structure or supervised link-prediction
training, and is intended only to compare the semantic
spaces induced by the two encoders.

Appendix 12 reports the resulting Hit@k scores.
BERT outperforms SecureBERT across all evaluated
ranking thresholds. Although the absolute scores remain
low, confirming that text similarity alone is insufficient
for CWE–CAPEC completion, the relative difference
shows that BERT provides a better semantic initializa-
tion for the high-level framework descriptions used in
this task.

8.2. GNN comparison

Before exploring the improvements brought by CC-
GATNE, this section analyzes why GATNE is the
most suitable baseline among GNN approaches. To
this end, Table 4 compares the GNN architectures de-
scribed in Section 2 by characterizing their main struc-
tural components, including support for heterogeneous
nodes and edges, single final embedding representa-
tion, shared representation with relational conditioniing.
For each GNN architecture, the reported performance
corresponds to its best-performing configuration across
all 6 data configurations described at the beginning of
this Section (e.g., CWE-CAPEC, CVE-CWE-CAPEC,
CWE-CAPEC-Technique, and their combinations) and
across the three tested embedding strategies: One-hot,
BERT, and SecureBERT. The AUC results reported are

averaged over 30 runs and using coss-validation as
specified in Section 7.

This comparison allows us to identify which ar-
chitectural features (e.g., typed nodes, typed edges)
contribute most to link prediction performance in the
cybersecurity knowledge graph setting under the best
data configurations for that specific model. The full
comparison across architecture, data configurations, and
encoders is presented in Table 8 in the appendix.

Model Heterogeneity Single emb Shared representation Best config AUC (%)
Modeled final represent with relation conditioning

GCN [21] None ✓ ✗ BERT + cctt 58.79
GAT [22] None ✓ ✗ BERT + cct 55.21
R-GCN [23] Edges ✓ ✗ BERT + cc 58.33
HetGNN [25] Nodes & edges ✓ ✗ one-hot + ccctt 57.05
Simple-HGN [26] Nodes & edges ✓ ✓ one-hot + ccct 61.10
HGT [24] Nodes & edges ✓ ✗ BERT + cct 52.82
GATNE [1] Nodes & edges ✗ ✓ BERT + ccct 69.68

TABLE 4.
COMPARISON OF GNN MODELS ACROSS GRAPH STRUCTURE AND

FEATURE SUPPORT.

The architectures in Table 4 can be organized along
two main axes: how heterogeneity is incorporated into
message passing and whether relation-specific infor-
mation is preserved in the final representation. Along
the first axis, GCN and GAT constitute homogeneous
baselines, since they use shared aggregation operators
without explicitly distinguishing node or edge types. R-
GCN introduces edge heterogeneity through relation-
specific transformation matrices, while HetGNN ad-
ditionally models node-type differences through type-
specific feature and neighborhood encoders. HGT rep-
resents the strictest form of heterogeneous message
passing among the considered models, as its atten-
tion and message operators are conditioned on the
complete source-node-type, edge-type, and target-node-
type meta-relation. Along the second axis, Simple-
HGN and GATNE follow a different design principle
based on a shared node-representation space combined
with relation conditioning. Simple-HGN incorporates
edge-type embeddings into a shared GAT backbone,
but aggregates the resulting relation-conditioned mes-
sages into a single final embedding per node. GATNE
instead combines a base representation shared across
relations with relation-specific components and retains
a distinct final embedding for each node–relation pair.
This distinction is consistent with the results in Ta-
ble 4: GATNE achieves the highest AUC of 69.68%,
followed by Simple-HGN at 61.10%, suggesting that a
shared node representation may be particularly effective
when relation-specific information is preserved rather
than collapsed into a single embedding. However, this
remains an empirical association based on the architec-
tural characteristics identified in our analysis. Because
the reported scores correspond to different optimal com-
binations of node features and graph augmentations, the
performance differences cannot be attributed to the ar-
chitectures alone. More broadly, the results indicate that
graph augmentation and semantically informed node
representations are beneficial on average. The following



section examines these effects separately, focusing on
the improvements associated with semantic embeddings
and augmentation strategies.

8.2.1. Homogeneous vs. Heterogeneous GNNs. To
isolate the effect of modeling graph heterogeneity, we
compare homogeneous and heterogeneous graph con-
figurations across the evaluated data settings. Figure 4
reports their relative performance by averaging the AUC
across embedding methods and across models within
the homogeneous and heterogeneous GNN categories.
This aggregation provides an overall view of whether
explicitly preserving node and edge types yields con-
sistent improvements beyond those attributable to a
particular embedding method or model architecture.

Figure 4. Relative performance changes of homogeneous and hetero-
geneous GNN architectures across the evaluated graph configurations,
illustrating their sensitivity to the introduction of additional cyberse-
curity entities and relations.

Several important observations emerge from this
analysis. First, the impact of graph augmentation
strongly depends on both the type of cybersecurity
knowledge introduced and the ability of the architec-
ture to model heterogeneous relations. As shown in
Figure 4, adding ATT&CK Techniques and Tactics gen-
erally improves performance across both homogeneous
and heterogeneous GNNs, suggesting that these entities
provide useful complementary exploitation context for
CWE–CAPEC prediction.

However, the behavior changes substantially when
CVE nodes are introduced. Since CVEs represent the
largest entity type in the graph, architectures that cannot
explicitly model node and edge heterogeneity (such as
GCN, GAT, and, to a lesser extent, R-GCN) always ex-
perience performance degradation after CVE augmen-
tation. Homogeneous GNNs aggregate neighborhood
information without preserving relation awareness and,
therefore, high-degree CVE neighborhoods can domi-
nate message passing and introduce noisy or weakly
relevant contextual signals. In contrast, heterogeneous
architectures such as Simple-HGN and GATNE remain
substantially more robust to CVE augmentation. By
explicitly distinguishing node and edge types during
representation learning, these models are better able
to preserve heterogeneous relation semantics and se-
lectively exploit the additional structural information
introduced by large-scale vulnerability context.

8.2.2. Graph augmentation vs Encoder improve-
ments. As observed in Section 8.1.1, the impact of
semantic node initialization is substantial. As shown
in Figure 5, where we averaged AUC over all the
GNN architectures, using one-hot node representations
generally benefits more from graph augmentation, since
additional heterogeneous context partially compensates
for the lack of semantic information in the initial node
features. In contrast, semantically enriched encoders
such as BERT and SecureBERT already provide infor-
mative contextual representations from the start, making
the relative contribution of additional graph structure
less pronounced.

Figure 5. Average performance improvement over the base CC
configuration across models, averaged and grouped by node-feature
representation.

Overall, the results indicate that effective CWE–
CAPEC prediction requires jointly modeling heteroge-
neous graph structure, relation-specific semantics, and
contextual node representations.

8.3. CC-GATNE Model-level Improvements

The model-level enhancements provide smaller but
consistent gains over the data-level improvements. Their
main role is not to add new information to the graph,
but to improve how GATNE uses the existing het-
erogeneous context. The two introduced improvements
are: attention-based neighbor aggregation and layer-
balanced random walks.

First, we replace GATNE’s uniform neighbor ag-
gregation with a learned attention mechanism. Uniform
aggregation treats all sampled neighbors as equally in-
formative, which can dilute useful signals in noisy het-
erogeneous neighborhoods. In contrast, attention allows
the model to assign higher weight to neighbors that are
more predictive for the target CWE–CAPEC relation.
To examine this effect, we analyze flipped prediction
cases, where the attention-based model predicts the cor-
rect link while mean aggregation fails. Figure 6 shows
that attention concentrates most of the contribution mass
on a small set of top-ranked neighbors and sharply
reduces the influence of tail neighbors. The lower en-
tropy and higher Gini coefficient confirm that the model
learns a more selective neighborhood representation.
This suggests that the gain comes from filtering the



sampled context, rather than from uniformly improving
all neighbor contributions.

Second, we introduce layer-balanced random walks
to reduce relation imbalance during context generation.
In the original GATNE sampling process, dense edge
types can dominate the generated walks, causing sparse
but semantically important relations to be underrep-
resented. Our strategy redistributes part of the walk
budget across relation layers, increasing the exposure
of low-frequency edge types while reducing the domi-
nance of the densest ones. Although the redistribution is
moderate, with some sparse relations increasing by up
to approximately 2%, it produces more diverse training
contexts and better reflects the heterogeneous structure
of the cybersecurity graph.

Overall, these changes make representation learn-
ing more selective and less biased toward ineffectual
relations. While their impact is smaller than graph
enrichment and semantic node initialization, they pro-
vide complementary gains by improving how the model
exploits heterogeneous neighborhood information.

Figure 6. Attention selectivity on flipped prediction cases, where
attention-based aggregation correctly predicts the target relation while
mean aggregation fails. The attention mechanism concentrates contri-
bution mass on top-ranked neighbors and suppresses tail neighbors,
indicating that it improves representation quality by selectively ampli-
fying informative context rather than averaging all sampled neighbors
uniformly.

8.4. Downstream Example and Manual Valida-
tion

The motivation experiment in Section 4 showed
that CAPEC information improves LLM-generated ex-
ploitation planning when ground-truth CWE–CAPEC
mappings are available. We next examine whether pre-
dicted CAPEC associations inferred by CC-GATNE can
provide useful exploitation context when no explicit
CAPEC mapping exists.

We reuse the evaluation pipeline from Section 4.1
on the subset of Vulhub instances whose associated
CWE has no existing CAPEC mapping in the original
knowledge base. This subset contains 11 instances. For
each instance, CC-GATNE ranks candidate CAPEC

entries for the corresponding CWE. We restrict down-
stream to use up to the top-5 ranked predictions for
each CWE.

In this experiment (which is consistent with the one
in Section 4.1), the judge compares plans generated
under three input conditions: CVE-only, CVE+CWE,
and CVE+CWE+Predicted CAPEC. The results follow
the same trend observed in the motivation experiment:
adding predicted CAPEC information generally im-
proves exploitation-plan quality compared with using
only CVE or CVE+CWE information. However, the
gains are smaller than those obtained with ground-
truth CAPEC mappings. Detailed results are reported
in Table 7.

To better understand this behavior, we complement
the downstream experiment with an expert assessment
of the predicted CWE–CAPEC associations. The an-
notation unit is the tuple consisting of the CVE, its
associated CWE, the top-ranked predicted CAPEC, and
the exploit-only Vulhub reference walkthrough. The
evaluator assessed whether each predicted CAPEC was
an exact match, semantically related, useful for ex-
ploitation planning, or potentially misleading, as fully
defined in Appendix 12.1.

TABLE 5. EXPERT ASSESSMENT OF PREDICTED CWE–CAPEC
RELATIONSHIPS FOR VULNERABILITIES WITHOUT EXISTING

CAPEC MAPPINGS.

Criterion Count Percentage

Exact match 2/11 18.2%
Semantically related 1/11 9.1%
Useful for exploitation planning 6/11 54.5%
Potentially misleading 2/11 18.2%

The expert analysis shows that predicted CAPEC
links should not be interpreted only through exact-
match correctness. Several predictions that differ from
the expected mapping still provide useful exploitation
context, suggesting that CC-GATNE often recovers
attack-pattern knowledge that is procedurally related to
the target weakness. At the same time, the presence of
potentially misleading predictions highlights the need
for improvements in the mapping method and poten-
tially in an enlargement of the CAPEC taxonomy.

9. Limitations

Despite the strong performance gains achieved by
CC-GATNE, several limitations remain. First, the graph
augmentation relies on only a subset of the broader
cybersecurity and threat-intelligence sources that are
potentially available. We restrict the analysis to frame-
works that provide sufficiently reliable and structured
relationships for integration [32], [33]. Consequently,
the resulting graph does not capture the full diver-
sity of cybersecurity entities, relations, and operational
evidence. Extending the graph with additional threat-
intelligence repositories, malware knowledge bases, and



real-world attack telemetry could provide richer con-
textual information and further improve representation
quality.

Second, the downstream evaluation is limited by
the relatively small number of vulnerabilities without
existing CAPEC mappings available in the benchmark.
While the qualitative and quantitative results suggest
that predicted CAPEC links can improve exploitation
planning, larger-scale expert evaluation is necessary
to better assess the practical utility and reliability of
inferred attack-pattern associations.

Finally, the proposed framework primarily mod-
els static structural relationships between cybersecu-
rity entities. However, cybersecurity knowledge evolves
continuously over time, with new vulnerabilities, at-
tack techniques, and exploitation procedures emerging
regularly. Incorporating temporal and dynamic graph
modeling represents an important direction for future
work.

10. Conclusions

This paper presented CC-GATNE, a heteroge-
neous graph-learning framework for predicting missing
CWE–CAPEC relationships. We modeled cybersecurity
knowledge as a multi-relational graph integrating vul-
nerabilities, weaknesses, attack patterns, and adversarial
techniques, and extended GATNE through both data-
level and model-level enhancements, including seman-
tic node enrichment, attention-based aggregation, and
layer-balanced random walks.

Our results show that heterogeneous graph reason-
ing substantially outperforms semantic-similarity and
LLM-based approaches for CWE–CAPEC mapping. In
particular, the experiments demonstrate that effective
prediction requires jointly modeling structural depen-
dencies, heterogeneous relation semantics, and contex-
tual cybersecurity knowledge rather than relying solely
on textual similarity.

Beyond link prediction accuracy, we further showed
that CAPEC information provides measurable down-
stream benefits for LLM-based exploitation planning.
Importantly, even predicted CAPEC associations in-
ferred by CC-GATNE can improve procedural reason-
ing, suggesting that recovering missing cybersecurity
relationships has practical value for automated security
analysis and agentic penetration testing systems.

Overall, the findings of this work highlight the
importance of heterogeneous graph reasoning for cyber-
security knowledge integration and suggest that com-
pleting missing links across security frameworks can
directly support more capable automated cybersecurity
reasoning systems.
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11. Appendix

11.1. Graph Neural Networks

Graph Neural Networks (GNNs) are neural archi-
tectures designed to learn low-dimensional vector rep-
resentations of graph entities by jointly exploiting node
features and graph topology. Unlike traditional machine
learning methods that operate on isolated instances,
GNNs propagate information across graph neighbor-
hoods, enabling nodes to incorporate structural and
semantic context from connected entities.

Formally, let G = (V,E) denote a graph where
V is the set of nodes and E is the set of edges.
Each node v ∈ V is associated with an initial feature
representation xv. A GNN iteratively updates node em-
beddings through neighborhood aggregation, allowing
each node representation to encode information from
its local graph structure.

At layer l+1, a generic message-passing operation
can be expressed as:

h
(l+1)
i = σ

(
AGG

({
W(l)h

(l)
j : j ∈ N (i)

}))
,

where N (i) denotes the neighborhood of node i,
W(l) is a trainable transformation matrix, AGG(·)
represents a permutation-invariant aggregation function
such as mean, sum, or attention-based aggregation, and
σ(·) is a non-linear activation function. By stacking
multiple layers, GNNs enable nodes to progressively
capture information from multi-hop neighborhoods.

While early GNN architectures were primarily de-
signed for homogeneous graphs containing a single
node and edge type, cybersecurity knowledge graphs
are inherently heterogeneous. Entities such as vulnera-
bilities, weaknesses, attack patterns, techniques, tactics,
and software products exhibit distinct semantic roles
and are connected through multiple relation types. Mod-
eling all entities and relations identically may therefore
obscure important structural dependencies and relation
semantics.

To address this limitation, heterogeneous GNNs
extend message passing to multi-relational settings by
incorporating node-type and edge-type awareness dur-
ing aggregation and representation learning. This en-
ables the model to learn different propagation patterns
depending on the semantic nature of the entities and
relations involved.



We model cybersecurity knowledge as a heteroge-
neous graph

G = (V,E, ϕ, ψ),

where V denotes the set of nodes, E denotes the
set of edges, ϕ : V → A maps each node to a node
type in the set of entity types A, and ψ : E → R maps
each edge to a relation type in the set of relations R.

In our setting, node types include cybersecurity
entities such as:

A = {CWE,CAPEC,CVE,Technique, . . . },

while edge types represent semantic relationships be-
tween these entities, such as:

R = {exploits,related_to,mapped_to, . . . }.

Each node v ∈ V is associated with an embedding
vector

hv ∈ Rd,

learned through heterogeneous message passing across
the graph.

The objective of this work is to predict missing links
between CWE and CAPEC nodes. Formally, given a
partially observed heterogeneous graph G, we aim to
learn a function

f : (u, v) → [0, 1],

that estimates the likelihood that an edge exists
between a CWE node u and a CAPEC node v.

After learning node embeddings, link prediction is
performed by applying a scoring function over pairs of
node representations. Given embeddings hu and hv, the
probability of a link can be estimated as:

ŷuv = σ (score(hu,hv)) ,

where score(·) corresponds to dot product and σ(·)
maps the score into a probability value.

This formulation allows the model to infer previ-
ously unseen CWE–CAPEC relationships by leveraging
both semantic node representations and the structural
dependencies encoded within the heterogeneous cyber-
security graph.

11.2. Other Graph Neural Network Baselines

In addition to GATNE [1], we compare against
representative graph neural network architectures for
homogeneous, relational, and heterogeneous graph rep-
resentation learning. These baselines differ in how they
aggregate neighborhood information and model hetero-
geneous relations and node types.

Homogeneous GNNs. Graph Convolutional Net-
works (GCNs) [21] learn node embeddings by re-
cursively aggregating features from neighboring nodes
through a normalized adjacency matrix. By stacking
multiple layers, GCNs capture information from multi-
hop neighborhoods. However, standard GCNs assume
homogeneous graphs and do not explicitly model node
or edge heterogeneity.

Graph Attention Networks (GATs) [22] extend
GCNs by introducing attention mechanisms over neigh-
boring nodes, allowing the model to assign different im-
portance weights during aggregation. Similar to GCNs,
standard GATs are primarily designed for homogeneous
graph settings.

Relational and Heterogeneous GNNs.. Rela-
tional GCNs (R-GCNs) [23] extend GCNs to multi-
relational graphs through relation-specific transforma-
tion matrices, enabling relation-aware message pass-
ing across different edge types. Heterogeneous Graph
Transformers (HGTs) [24] use type-specific projections
and relation-specific attention mechanisms to model
interactions across multiple node and edge types. Het-
GNN [25] captures heterogeneity by aggregating neigh-
bors separately according to node types and combining
the resulting type-specific representations into a unified
embedding. Simple-HGN [26] extends graph attention
to heterogeneous graphs by incorporating edge-type
embeddings directly into the attention mechanism, pro-
viding a lightweight approach for heterogeneous repre-
sentation learning.

Compared with these approaches, GATNE is partic-
ularly well suited for cybersecurity knowledge graphs
because it explicitly models multiple relation types
through edge-type-specific embeddings while simulta-
neously learning a shared representation across het-
erogeneous graph layers. Unlike homogeneous GNNs,
GATNE preserves relation semantics during representa-
tion learning; unlike R-GCN and CompGCN, it is de-
signed to operate efficiently on multiplex heterogeneous
networks with distinct structural contexts across edge
types. Furthermore, compared with transformer-based
heterogeneous architectures such as HGT, GATNE pro-
vides a lightweight and scalable framework that natu-
rally integrates heterogeneous random walks for context
generation. These characteristics make GATNE espe-
cially suitable for modeling sparse and highly multi-
relational cybersecurity graphs, where exploitation se-
mantics often emerge through diverse cross-layer inter-
actions rather than isolated pairwise relations.

11.3. Example: Semantic Alignment in CWE–
CAPEC Mapping

A representative example is the mapping between
CWE-120 (Buffer Copy without Checking Size of Input)
and CAPEC-24 (Filter Failure through Buffer Over-
flow).



Qualitative analysis shows that BERT assigns
stronger attention to semantically discriminative terms
such as buffer, copy, and checking, which directly char-
acterize the underlying weakness mechanism. In con-
trast, SecureBERT places relatively greater emphasis on
broader security-related terminology such as overflow.
Similarly, for the CAPEC description, BERT focuses
more strongly on attack-specific behavioral concepts
such as filter, failure, and buffer, whereas SecureBERT
distributes attention more uniformly across generic se-
curity terminology.

These observations suggest that BERT captures
more discriminative semantic relationships between
CWE and CAPEC descriptions, while SecureBERT
may overemphasize domain-associated cybersecurity
terminology that is less informative for fine-grained
weakness–attack-pattern mapping.

12. Encoder Analysis

In the main evaluation, general-purpose BERT con-
sistently outperformed SecureBERT as a node-feature
initializer. This result is noteworthy because Secure-
BERT is trained on cybersecurity corpora and might
therefore be expected to better represent cybersecurity
concepts. A plausible explanation is that the textual
descriptions used in our graph correspond primarily to
high-level security concepts, such as CWE weaknesses,
CAPEC attack patterns, and ATTCK techniques, rather
than low-level threat-intelligence artifacts such as in-
dicators of compromise, malware reports, operational
telemetry, or incident-specific descriptions. In this set-
ting, broad semantic language understanding may trans-
fer more effectively than representations specialized for
lower-level cybersecurity text.

To further examine this behavior, we evaluate an
unsupervised CWE–CAPEC retrieval task using only
embedding similarity. For each CWE, we rank can-
didate CAPEC entries according to their embedding
similarity and measure whether a known CWE–CAPEC
association appears among the top-ranked candidates.
This experiment does not use graph structure or su-
pervised link-prediction training; it is intended only
to compare the semantic spaces induced by the two
encoders.

Table 6 reports the resulting Hit@k scores. BERT
outperforms SecureBERT across all three ranking
thresholds. Although the absolute scores are low, which
confirms that text similarity alone is insufficient for
CWE–CAPEC completion, the relative difference sug-
gests that BERT better captures the high-level semantic
relationships present in framework descriptions.

These results also clarify the role of semantic initial-
ization in the full model. The encoder is not sufficient
by itself to recover CWE–CAPEC links reliably, but
it provides useful initial node representations that can
be refined through heterogeneous graph structure. The
improvement of BERT over SecureBERT therefore does

TABLE 6. RANKING PERFORMANCE COMPARISON FOR
UNSUPERVISED CWE–CAPEC SIMILARITY MATCHING.

Model Hit@1 Hit@5 Hit@10

BERT 0.057 0.169 0.236
SecureBERT 0.036 0.134 0.203

TABLE 7. COMPARISON OF SCENARIO WINNERS ACROSS 11
RECORDS. VALUES ARE REPORTED AS COUNT AND PERCENTAGE.

Field CVE CVE+CWE CVE+CWE+
CAPEC

Overall 1 (9.1%) 4 (36.4%) 6 (54.5%)
Attack goal 1 (9.1%) 4 (36.4%) 6 (54.5%)
Entry point 1 (9.1%) 5 (45.5%) 5 (45.5%)
Core actions 2 (18.2%) 4 (36.4%) 5 (45.5%)
Mitigations 7 (63.6%) 2 (18.2%) 1 (9.1%)

not imply that general-purpose encoders are universally
better for cybersecurity tasks. Rather, it suggests that
encoder choice should match the linguistic level of the
input data: high-level taxonomy descriptions may bene-
fit more from general semantic representations, whereas
lower-level CTI or telemetry data may require domain-
specialized encoders.

We also inspected cases where BERT ranked the
correct CAPEC substantially higher than SecureBERT.
These cases typically involve broad conceptual simi-
larity between weakness descriptions and attack-pattern
descriptions, rather than domain-specific terminology.
This supports the interpretation that general semantic
coverage is particularly useful for the CWE–CAPEC
setting.

12.1. Expert evaluation criteria

We define these criteria as follows. Exact Match
indicates that the predicted CAPEC corresponds to the
attack pattern expected for the vulnerability. Semantic
Relatedness indicates that the prediction captures a tech-
nically related exploitation mechanism, prerequisite, or
attacker behavior even if it is not the exact expected
pattern. Exploitation Utility indicates that the prediction
provides information useful for identifying the attack
goal, entry point, or core exploitation actions. Potential
Misleading Effect indicates that the prediction suggests
an irrelevant or inconsistent exploitation path that could
degrade downstream reasoning.

12.2. Comparison across GNN architectures,
embedding strategies, and configurations.



TABLE 8. AUC COMPARISON ACROSS GNN ARCHITECTURES, EMBEDDING STRATEGIES, AND HETEROGENEOUS GRAPH
CONFIGURATIONS. RESULTS ARE REPORTED AS MEAN ± STANDARD DEVIATION ACROSS RUNS. THE UNDERLINED RESULT IS THE

APPROXIMATED REPRODUCTION OF THE WORK FROM [20]

.
Model Embedding CC CCC CCT CCCT CCTT CCCTT

GCN
One-hot 55.68±2.49 52.79±2.36 56.05±1.97 53.34±1.98 56.64±3.42 53.40±2.58
BERT 57.69±2.10 55.72±2.26 58.43±2.43 56.17±2.34 58.79±2.15 56.48±3.33
SecureBERT 53.03±1.78 52.04±3.25 54.18±2.14 53.24±1.76 54.34±2.49 51.37±2.29

GAT
One-hot 54.60±2.17 53.92±1.95 55.19±2.07 54.13±0.93 54.86±2.49 53.56±2.31
BERT 54.39±2.74 51.43±1.44 55.21±2.30 52.27±2.21 54.91±1.74 52.42±3.04
SecureBERT 52.46±2.05 51.05±2.09 51.76±1.08 52.71±1.65 53.00±1.26 50.39±1.97

R-GCN
One-hot 57.55±2.22 57.42±1.62 57.50±2.01 57.06±1.99 58.00±4.26 56.57±2.04
BERT 58.71±2.38 58.10±2.83 58.14±2.13 57.54±3.11 57.08±2.51 57.58±3.60
SecureBERT 55.96±2.07 54.22±2.09 54.64±1.74 55.06±1.36 55.67±1.99 53.60±1.61

HetGNN
One-hot – – 55.05±1.64 55.85±1.72 55.55±1.78 57.05±2.93
BERT – – 53.95±2.94 54.71±0.63 53.46±3.16 52.14±2.88
SecureBERT – – 54.62±1.92 55.32±0.85 52.86±3.30 51.98±2.69

HGT
One-hot 47.40±2.74 48.41±2.37 47.50±1.89 48.35±2.16 47.86±3.68 47.99±2.68
BERT 50.68±2.32 51.78±2.70 52.82±2.65 51.24±2.46 52.18±2.50 52.57±2.73
SecureBERT 48.42±2.44 48.33±2.62 47.93±2.91 48.99±3.33 48.38±1.81 47.27±2.41

Simple-HGN
One-hot 58.23±4.21 60.82±3.77 60.02±3.91 61.10±3.47 59.36±4.76 60.64±3.83
BERT 54.94±4.22 52.80±1.95 56.24±4.35 52.74±2.01 54.90±4.17 52.53±3.03
SecureBERT 54.67±3.76 51.81±2.62 52.54±2.52 52.85±1.76 53.05±1.83 51.14±1.54

GATNE
One-hot 59.18±8.07 65.39±3.69 59.57±8.11 65.75±1.96 60.14±7.93 64.19±3.65
BERT 68.45±1.72 68.56±1.78 69.21±2.63 69.68±2.21 69.11±1.83 68.99±2.59
SecureBERT 58.57±8.14 64.86±2.63 58.84±7.78 64.78±1.75 58.48±7.83 65.56±1.65


